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SETUP

USB MicroSD(HC) Card 
Reader
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- AUTORUN SHENANIGANS

- U3 UNINSTALLER /IO CELL 

- HACKSAW

- ZIP / PASSWORD / TRUECRYPT (FOR 
ANTIVIRUS)

Usb /  MALWARE U3



  

COPY THE FILES:

- RUN EXE AND COPY DLLS IT ASK 
FOR

- REG SNIFF/PATCH 

METHODS



  

VMWARE THINSTALL

METHODS



  

METHODS



  

THINSTALL ISSUES:

- FAT32 ( PREVENT ALTDS COPY 
PROTECTION)

- .NET

- WINPCAP

- ADMIN RIGHTS
● - SIZE

METHODS



  

PORTABLE CYGWIN:

- BINS/COMPILE FROM SOURCE

- SET ENV VARS

METHODS

for /F %%A in ('cd') do set WD=%%A\.
set path=%path%;%WD%\bin;%WD%\usr\X11R6\bin
set SHELL=/bin/bash
set DISPLAY=:0
%WD%\bin\mount -bfu %WD%\ /
%WD%\bin\mount -bfu %WD%\bin /usr/bin
%WD%\bin\mount -bfu %WD%\lib /usr/lib



  

GAMES
- DOXBOX

[autoexec]

mount c ".\games\"

- MOST SINGLE PLAYER SMALL GAMES

- DIRECTX
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demo.testfire.net
Foundstone SASS tools
OWASP WebGoat
OWASP SiteGenerator

testasp.acunetix.com
testphp.acunetix.com
testaspnet.acunetix.com
zero.webappsecurity.com
crackme.cenzic.com
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