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Reconnaissance

Internet
Telephone
Physical Observation
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The Internet Is Your Friend

Company Website
Names of Executives
Physical Location
Latest Developments

Dress Code
Google
PR Releases B et
News Articles NiNja kikten dereats dog
Street View With 400die Search Skills

Wayback Machine
http://web.archive.org/web/*/http://www.microsoft.com
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The Internet Is Your Friend

LinkedIn — www.linkedin.com

Jigsaw — www.|igsaw.com

KnowX - www.knowx.com

Edgar - www.sec.qov/edgar.shtml

Spokeo - www.spokeo.com

lcerocket - www.icerocket.com

Tweepz - www.tweepz.com
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Everything You Ever Wanted to

Know....on Facebook

Appear trustworthy by knowing others

Garner information used as passwords

Local hang-outs / watering holes

a2
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PBX — Pretty Blatantly eXploitable

After-hours calling
“Press * for a company directory”

Automated attendant
“Press 1 for sales, 2 for accounting...”

Voicemail commands
“Press *T for transfer”

Greeting messages
“...I will be out from September 3 until September 6%"...
“...you can reach my cell phone at...”
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Physical Recon.

EXECUTIVE LOUNGE
WIRELESS INTERNET ACCESS

Wireless Access: hhonors_conf

AP Address:
Floating ap6: 00:12:17:65:D7:18 CH-8

 Password: hwpkO1

What does a hacker see?
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Perseverance

Establish relationships
Build a network
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Target Areas

Physical
Telephone
Removable media
Emall

RFID

“Opportunities multiply as they are seized.”
-Sun Tzu
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Look Like You Belong

No more ‘creepy guy in the overcoat’
Suit & Laptop

Vendor Shirt/Badge
Contractor/Server

Flustered/worried Employee
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Alternate Scenarios

Cleaning Crew
“I'm from the central office doing a quality inspection”

Service Technician

Rarely questioned when someone is there from a well
known computer or printer company to fix something

Employment interview
“that’s ok, I'll wait... Could | use the restroom?”

Security Auditor (it happens!)

Technically an auditor of any type with a fake business
card (accounting, SOX, health, etc)



Never Trust Caller ID

Incoming Help Desk Calls “Outgoing” Help Desk Calls

Coming from an Internal User Current Technical Issues
Reset Passwords IP Address, Domain
Unlock Blackberry Specific System Access
Internal System Information Knowing Issues

Log-in User ID/Password
Don’t have to ask...



Phone Phishing

Also known as “Vishing”
Reverse of PBX hacking

May be combined with email or
telephone approach

“Please call this number to verify
your account”

SMSishing

Text message creates ‘hook’



Media: Use at Your Own Risk

CD / USB Drops

Strategically “forgotten”
Autorun (or File Download)

USB Keys

Consultant Needing a Presentation/Agenda/Boarding pass
Printed

Key Loggers through Secure Channels
Gain company and/or personal Information

USB HID devices

Programmable keystroke dongle
vKeyboardMouse BT



Old School Phishing Example

From:
Real-Bank.com

ACCOUNT S
EXPIRED!

Hmm....
Click here Better fix jt! Fake-Bank.com
to renew. O (looks identical to

Real-Bank.com)

|
= Username: JohnDoe
Lo Password: $BigMoney$
Instead of trusting the link, John could type:

Real-Bank.com Go[> ReaI-Bank.com




Now It’s for Keeps

Metasploit — Browser_autopwn



The New World Order

RFID Cloning Kit
Passive ID Chips = $0.25
Active ID Chips = $5.00
RFID Reader/Writer = $50.00
RFID Sniffer = $15.00

Unauthorized Physical Access=
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Questions?




Demo Time!




